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Fraud detection with Amazon Fraud
Detector and Amazon SageMaker
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HOW WE RESPOND TO THE THREAT
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HOWEVER,




' Landscape today

g\’%’ Globally each year, tens of billions of dollars are lost to online fraud.' Since

@ 2003, the US federal government has made approximately $1.7 trillion in
improper payments, with an estimated $206 billion made in FY 2020
alone.:

%\’* Projected losses are set to increase in the next decade - Improper payments

() are now anticipated to increase proportionally to new levels of federal
spending, from the $1 trillion infrastructure bill, to the anticipated $3.5
trillion budget reconciliation plan.:

1. _https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/
2. https://aws.amazon.com/blogs/publicsector/fighting-fraud-improper-payments-real-time-scale-federal-expenditures/
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https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/
https://aws.amazon.com/blogs/publicsector/fighting-fraud-improper-payments-real-time-scale-federal-expenditures/

eality about fraud

« Fraud investigations cost the same or more than the value
of the fraud.

« Companies used rule-based fraud detection applications
that aren't accurate enough and can't keep up with the
changing behaviors of fraudsters.

- Those who implemented Al/ML technologies reported a net
savings by proactively and more accurately detect and
prevent online fraud. These solutions will help reduce
revenue losses, avoid brand damage, and provide a
frictionless customer online experience while adapting to
changing threat patterns.

https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/
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raud detection is difficult

E% ses | ﬁ{@}n”n
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$$$ billions lost to fraud Online business prone to fraud Bad actors change tactics often
each year attacks

% e

Rules = more human reviews Dependent on others to update
detection logic
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Fhe fraud detection challenge

“WE'RE NOT SPOTTING “WE DON'T WANT TO “COSTS OF REVIEWING
— NEW FRAUD PATTERNS —| — BLOCKLEGITIMATE — o SUSPICIOUS ACTIVITY =
SOON ENOUGH" CUSTOMER ACTIVITY"” ARE TOO HIGH"

7,

Z N = ($

Correctly identifying Detecting and preventing Increases in manual reviews
changing fraud patterns in fraud adds friction to the of suspicious activity
real time is very difficult customer experience drives up staffing costs

aws

h— © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



se all the data availa

As the landscape evolves and fraudsters improve their methods, the way to level the playing field is to
analyze all available data—historical and real time—and apply machine learning to decipher legitimate

transactions from illegitimate.

¥ Manage data

_— Analyze data >

\_

;‘\—3 \ /o(\;—‘““\/o Authenticate )
8\@10 customers

Detect anomalies

Determine

d threat
& and threats /

Apply machine
learning

fraud score and
> @ continually
improve
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machine learning for fraud detection

L™ al
Dynamic Real-time Self- Maintainable Scalable

Improving
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azon Fraud Detector

A fraud detection service that makes it easy for businesses to
use machine learning to detect online fraud in real-time, at
scale.
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'20+ years of experience fighting fraud at Amazon

Types of online fraud
« Bad payments
« Fake accounts
 Fake reviews
 Promotion abuse
* Account takeovers

Machine learning
to fight fraud

https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/

aws

h— © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/

Detect common types of online fraud

EASILY IDENTIFY POTENTIALLY FRAUDULENT ONLINE ACTIVITIES

* New account fraud, within an account sign-up process
* Online payment

* Guest checkout fraud

* Promotion and loyalty program abuse

* Online identity fraud

« Loyalty account protection
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y How it works

Amazon 53
Upload a CSV file
with your historical
online event data to
Amazon 53

Load data

Inspect data

Amazon Fraud Detector
Build a fraud detection
machine learming model that
is customized to your data in
a few clicks using a fully Identify features
automated process

Enrich data

https://aws.amazon.com/fraud-detector/
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Select algaorithms

Train & optimize
models

Amazon Fraud Detector
Validate performance Detection Logic

Combine your model with
decision rules to turn model
Host models scores into actionable
outcomes (e.g., review, pass)

Amazon Fraud Detector
Prediction API

For real-time fraud detection,
call the Amazon Fraud Detec-
tor APl with online event data
(e.g., new account creation) to
receive fraud predictions

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo 1
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Fraud detection & supervised learning

X
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Feed labeled
data to
algorithm
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Discover
relationships
between input
and output
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Apply solution
to unseen data

x
Make
predictions
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raud detection & unsupervised learning

Feed raw data
to algorithm

- —_

. :

Uncover hidden
patterns

Automatically
HELERNETES

Investigate
potential fraud
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ML Stack

ROADEST AND MOST COMPLETE SET OF MACHINE LEARNING CAPABILITIES

Business processes Search Code + DevOps Industrial Healthcare
Amazon Personalize Amazon Kendra Amazon CodeGuru Amazon Monitron Amazon HealthLake

Amazon DevOps Guru Amazon Lookout for Equipment Amazon Comprehend Medical
Amazon Fraud Detector Amazon Lookout for Vision Amazon Transcribe Medical

mazon Lookout rtor Metrics

Al SERVICES

Text & Documents Chatbots Speech Vision
Amazon Translate Amazon Lex Amazon Polly Amazon Rekognition
Amazon Comprehend Amazon Transcribe AWS Panorama
Amazon Textract Amazon Transcribe Call Analytics
ML SERVICES | Label No-code ML Learn Prepare  Store Detect  Build with Train Tune Deploy in Explain Manage Manage
data for business ML data features bias notebooks models parameters production predictions & monitor edge devices
< [ are | >

ML FRAMEWORKS PyTorch, Apache . - Habana Elastic
& INFRASTRUCTURE MXNet, TensorFlow Amazon EC2 CPUs GPUs AWS Inferentia AWS Trainium Gaudi FPGA TNC I
aws ) N .
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Prepare

zon SageMaker

Build

Train & Tune

Deploy & Manage

Web-based IDE for machine learning

Automatically build and train models

. . . . ; i Full
Fully managed data | | One-click collaborative o Debugaing and Visually track and One-click Automatically ~ Add human y
processing jobs and || notebooks and built- ?p;ncilr:;k opti?r?iza%ion compare experiments || deployment and spot review of managed with
data labeling in, high performance auto scaling concept drift predictions auto-socalmg
workflows algorithms and models for 75% less
I @
101011010 N/ @ | — \ /\
SR | S || % ol > A 38
000011110 l == / N =
/ .
Collgcgagd ChO%Sfr%wging Set up and manage  Train, debug, and Manage training Deploy Monitor Validate Scale and manage
prep :j MI)_I laorith environments tune models runs model in models  predictions the production
training data atgorithm for training production environment

A
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o2 Scope Live data

e.g. incoming, real-time transactions

Labeled data Predictions
e.g. anomalous
transactions,

ﬁuud

)(

Unlabeled data

* Amazon SageMaker built-in algorithm
aws
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0 2 Architecture
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Anomaly Detection

Amazon SageMaker
(Random Cut Forest)

N

E‘l‘ Amazon API Gateway AWS Lambda

Transactions

Fraud Detection

.

Amazon SageMaker
(XGBoost)

Amazon Kinesis
Data Firehose
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Amazon S3 bucket
(Model and Data)

Optional

WV

Amazon S3 bucket
(Results)

Amazon QuickSight
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Demo 2
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' Resources to get started

« AWS Fraud Detection Machine Learning solutions link
« Fraud Detection using AWS machine learning documention link

« Amazon Fraud Detector free trial link

v Get up to 30,000 online fraud insights, transaction fraud insights, and rules-based
predictions per month free for two months with AWS Free Tier.

« Amazon Fraud Detector technical guide link
« Amazon Fraud Detector user guide link
« Amazon Fraud Detector customer testimonials link

« AWS ML blog: Predict fraudulent orders with Amazon Fraud Detector link
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https://aws.amazon.com/machine-learning/ml-use-cases/fraud-detection/
https://aws.amazon.com/solutions/implementations/fraud-detection-using-machine-learning/?did=sl_card&trk=sl_card
https://aws.amazon.com/fraud-detector/pricing/?pg=ln&sec=hs#Free_trial
https://d1.awsstatic.com/fraud-detector/afd-technical-guide-detecting-new-account-fraud.pdf
https://docs.aws.amazon.com/frauddetector/latest/ug/what-is-frauddetector.html
https://aws.amazon.com/fraud-detector/customers/?pg=ln&sec=hs
https://aws.amazon.com/blogs/machine-learning/how-clearly-accurately-predicts-fraudulent-orders-using-amazon-fraud-detector/

Visit the Al & Machine Learning resource hub for
more resources

Dive deeper into these resources, get inspired and learn how you can use -
Al and machine learning to accelerate your business outcomes.
WS|

* The machine learning journey e-book

« 7 leading machine learning use cases e-book

» A strategic playbook for data, analytics, and machine learning e-book E.:l_ﬁ o ok
Accelerate machine learning innovation with the right cloud services &
infrastructure e-book https://bit.ly/3mwi59V

« Choosing the right compute infrastructure for machine learning e-book

« Improving service and reducing costs in contact centers e-book

« Why ML is essential in your fight against online fraud e-book

* ... and more!

Visit resource hub
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https://resources.awscloud.com/ai-and-machine-learning?sc_channel=el&sc_campaign=apac_field_t1_en-aws-innovate-aiml_20220224_7014z000000rmgz&sc_publisher=other&sc_country=mult&sc_geo=apj&sc_category=multi&sc_outcome=field&trkcampaign=innovate-ml&trk=el_spkrqr_innovateaiml_22q1
https://bit.ly/3mwi59V
https://bit.ly/3mwi59V

AWS Machine Learning (ML) Training and Certification

o |_% =< | =05 XX 2\
AWS is how you build Flexibility to learn Validate your
machine learning skills your way expertise
Courses built on the Learn online with on-demand Demonstrate expertise in
curriculum leveraged by digital courses or live with virtual building, training, tuning,
Amazon's own teams. instructor-led training, plus and deploying machine
Learn from the experts hands-on labs and opportunities learning models with an
at AWS. for practical application. industry-recognized
credential.
aws.training/machinelearning explore.skillbuilder.aws/learn aws.amazon.com/certification
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http://aws.training/machinelearning
https://explore.skillbuilder.aws/learn
https://aws.amazon.com/certification

Thank you for attending AWS Innovate - Al/ML Edition

We hope you found it interesting! A kind reminder to complete the survey.
Let us know what you thought of today's event and how we can improve the event
experience for you in the future.

. aws-apj-marketing@amazon.com

. twitter.com/AWSCloud

§f facebook.com/AmazonWebServices
# youtube.com/user/AmazonWebServices
& slideshare.net/AmazonWebServices

@ twitch.tv/aws
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Thank you!

Xavier Hutchinson
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