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Agenda

• What is modern application development

• Know your responsibilities

• How to approach your security considerations

• Embed that knowledge for future workloads

• Modern security operations
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What is modern application 
development?
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Modern applications

Modular 

services

As  serverless 

as possible 

Automated, 

abstracted & 

standardized

Programmatic 

guardrails

Decoupled &

purpose built

Architectural 

patterns

1

Operational 

model

2

Developer 

agility

3

Management & 

governance

4

Data 

management

5
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Modernization changes how you work

Builders

Start from scratch

Goal is innovation

Operators

Deploy, debug, & monitor 

Goal is low risk & high 

reliability/availability
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Know your responsibility
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AWS Shared Responsibility Model
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Platform 

management

Network traffic

Firewall config
Code encryption

Operating system and network configuration

Compute

Edge locations

NetworkingDatabaseStorage

Regions

Availability zones
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Application 

Management
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AWS Global 

Infrastructure
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“in” the cloud
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for security 
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AWS Shared Responsibility Model

Platform 

management

Network traffic

Firewall config
Code encryption

Operating system and network configuration

AWS assumes responsibility for these serverless applications components
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AWS Shared Responsibility Model

Security is not “effortless” with serverless. It still takes work!

• Application layer security

• Authentication and authorization

• Data encryption and integrity

• Observability

C
u

st
o

m
e

r Customer data, application identity and access management

Data encryption

Data integrity

Authentication

Application 

Management

Internet access

Monitoring

Logging

Responsible 

for security 

“in” the cloud
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Approaching your security 
considerations
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AWS Well-Architected Framework

Security
Cost 

optimization

Operational

excellence 

Performance 

efficiency
Reliability
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AWS Well-Architected Framework

Security
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AWS Well-Architected Framework

Security

How to be secure
Best Practice Areas

Identity and access management

Detection

Infrastructure protection

Data protection

Incident response
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Sample modern application
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Sample modern application

AWS Cloud

Amazon API Gateway
AWS Lambda Amazon DynamoDB

Users
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Sample modern application

AWS Cloud

Amazon API Gateway
AWS Lambda Amazon DynamoDB

Identity and access management

Users
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Sample modern application

Users

Mutual TLS Authentication

IAM permissions

• Use IAM policies and AWS credentials to grant 

access

AWS Lambda Authorizers

• Use a Lambda function to validate a bearer 

token, e.g., OAuth or SAML

Resource Policies

• Can restrict based on IP, VPC, AWS Account ID

Cognito User Pools

• Create a completely managed user management 

system

Identity and access management

Amazon Cognito

Amazon API Gateway
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Get AWS credentials

Access AWS services

Authenticate 1
Redirect / 

Post back

Access serverless backend

Federating 

IdP

IdP Token

CUP TokenCUP Token

CUP Token

AWS STS

AWS STS

User pool tokens are used to 

access backend resources

Identity pools provide AWS 

credentials to access AWS 

services

User pools authenticate 

users and returns standard 

tokens

Amazon Cognito user 
pool

Amazon Cognito 
identity pool

2

3

4

5
6

Sample modern application
Identity and access management

Amazon Cognito
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Amazon API Gateway

Sample modern application

AWS Lambda

Identity and access management

Mutual TLS Authentication

IAM permissions

• Use IAM policies and AWS credentials to grant 

access

Lambda Authorizers

• Use a Lambda function to validate a bearer 

token, e.g., OAuth or SAML

Resource Policies

• Can restrict based on IP, VPC, AWS Account ID

Cognito User Pools

• Create a completely managed user management 

system
Amazon Cognito

Users
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Sample modern application
Identity and access management

Event source

Function policies:

• “Actions on bucket X can 

invoke Lambda function Z"

• Resource policies allow for 

cross account access

• Used for sync and async 

invocations

AWS Lambda
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Event source

Function policies:

• “Actions on bucket X can 

invoke Lambda function Z"

• Resource policies allow for 

cross account access

• Used for sync and async 

invocations

Execution role:

• “Lambda function A can read from 

DynamoDB table users”

• Define what AWS resources/API calls 

can this function access via IAM

• Used in streaming invocations

Function Services

AWS Lambda

Sample modern application
Identity and access management
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Sample modern application

Amazon DynamoDB

Identity and access management
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Sample modern application

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"dynamodb:*"

],

"Resource": "*"

}

]

}

Allow or deny?

What can (or can’t) you do?

What can (or can’t) you do it to?

In English: Allowed to take all 
Amazon DynamoDB actions

Identity and access management

Amazon DynamoDB
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Sample modern application

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"dynamodb:GetItem",

"dynamodb:PutItem"

],

"Resource": "*"

}

]

}

In English: Allowed to read 
and write individual items 
in Amazon DynamoDB

Identity and access management

Amazon DynamoDB
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Sample modern application

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"dynamodb:GetItem",

"dynamodb:PutItem"

],

"Resource": [

"arn:aws:dynamodb:ap-southeast-2:111122223333:table/MyTableName"

]…

In English: Allowed to take 
specific DynamoDB actions 
on a specific table

This is an Amazon Resource Name (ARN).
All AWS services use them, and they follow this format.

Identity and access management

Amazon DynamoDB
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Sample modern application
Identity and access management

Amazon DynamoDB

Service-by-service 
authorisation details

Instructions for how to read the 
table for each service
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Sample modern application
Identity and access management

Amazon DynamoDB

"arn:aws:dynamodb:ap-southeast-2:111122223333:table/MyTableName"
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Sample modern application compliance

• Compliance-ready for SOC, PCI, FedRAMP, HIPAA, and others

Learn more at https://aws.amazon.com/compliance/services-in-scope/

Service SOC PCI ISO FedRAMP HIPAA

Amazon API Gateway ✅ ✅ ✅ ✅ ✅

AWS Lambda ✅ ✅ ✅ ✅ ✅

Amazon DynamoDB ✅ ✅ ✅ ✅ ✅

Amazon Cognito ✅ ✅ ✅ ✅ ✅

https://aws.amazon.com/compliance/services-in-scope/
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Embed your knowledge 
(DevSecOps)
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AWS Developer Tools for modern software 
delivery

AWS CodeBuild 

+ Third Party

AWS 

CodeCommit

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L DS O U R C EA U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Developer/

Engineer
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AWS Developer Tools for modern software 
delivery

AWS CodeBuild 

+ Third Party

AWS 

CodeCommit

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L DS O U R C EA U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Developer/

Engineer

Amazon CodeGuru
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Easily identify performance

and cost improvements in 

production environment

Amazon CodeGuru Profiler

Detect and optimize 

the expensive lines 

of code

Built-in code reviews 

with actionable 

recommendations 

Amazon CodeGuru Reviewer

Write+ Review   Build + Test Deploy Measure Improve

Amazon CodeGuru in your software workflow
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Code Review

Reviewer

AWS 

CodeCommit

AWS Cloud9

PULL 

REQUEST

Amazon 

CodeGuru

Reviewer

APPROVAL

GitHub

Atlassian

Bitbucket

• AWS API security best 

practices

• Java crypto library best 

practices

• Secure web applications

• AWS security best 

practices

Code review with Amazon CodeGuru Reviewer
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Examples of Amazon CodeGuru Security findings

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.BasicAWSCredentials;

static String myKeyId ="AKIAX742FUDUQXXXXXXX";
static String mySecretKey = "MySecretKey";

public static void main(String[] args) {
AWSCredentials creds = getCreds(myKeyId,

mySecretKey);
}

static AWSCredentials getCreds(String id, String key)
{
return new BasicAWSCredentials(id, key);
}

import javax.servlet.http.Cookie;

public static void createCookie() {
Cookie cookie = new Cookie("name", "value");

}
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AWS CodeBuild 

+ Third Party

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L D
S O U R C E  /  

A R T I FAC T
A U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Amazon CodeGuru

AWS 

CodeCommit

Developer/

Engineer

AWS Developer Tools for modern software 
delivery

?
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AWS CodeBuild 

+ Third Party

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L D
S O U R C E  /  

A R T I FAC T
A U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Amazon CodeGuru

AWS 

CodeCommit

AWS 

CodeArtifact
Developer/

Engineer

AWS Developer Tools for modern software 
delivery
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AWS CodeArtifact overview

Pull application 

dependencies 

for development

Fetch application dependencies 

at build time and publish built 

artifacts back to your repositories 

CodeBuild and other CI/CD systems

Pull application 

dependencies

from public 

artifact repositories

Public artifact 
repositories

Domain

Manage access and apply policies across

multiple accounts within your organization

Securely publish and store packages

AWS CodeArtifact

Repository-1 Repository-n
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AWS CodeBuild 

+ Third Party

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L D
S O U R C E  /  

A R T I FAC T
A U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Amazon CodeGuru

AWS 

CodeCommit

AWS 

CodeArtifact
Developer/

Engineer

AWS Developer Tools for modern software 
delivery
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AWS CodeBuild 

+ Third Party

AWS 

CodeBuild

AWS 

CodeDeploy

AWS 

X-Ray

AWS CodePipeline

M O N I T O RD EP L O YT ES TBU I L D
S O U R C E  /  

A R T I FAC T
A U T H O R

AWS Cloud9

AWS IDE Toolkits

Amazon 

CloudWatch

AWS CloudFormation AWS SAMAWS Cloud Development KitM O D EL

Amazon CodeGuru

AWS 

CodeCommit

AWS 

CodeArtifact
Developer/

Engineer

AWS CloudFormation Guard

(Cfn-guard)

(C
fn

-g
u

a
rd

)

AWS Developer Tools for modern software 
delivery
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AWS CloudFormation Guard workflow

Cfn

Template

Rules File

AWS CloudFormation Guard

(Cfn-guard)

STDOUT:

Pass/Fail for each resource
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Example

• CloudFormation template
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Example

• CloudFormation template

• Cfn-guard rules file
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Example

• CloudFormation template

• Cfn-guard rules file

• Cfn-guard output
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Modern security operations
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Interactive agent for ChatOps 
on AWS

AWS Chatbot: Bring AWS to Slack and Amazon 
Chime
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Enabling AWS Security Hub integration with 
AWS Chatbot

AWS Security Hub Amazon 

EventBridge
Amazon SNS AWS Chatbot

Finding

AWS Security 

Hub

Custom Action

Slack

Amazon Chime
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Security Hub PCI notifications
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Security Hub CodeBuild notifications
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Let’s recap
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Resources
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Resource Links

AWS Shared Responsibility Model :
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS Well-Architected Framework:
https://aws.amazon.com/architecture/well-architected/

https://aws.amazon.com/blogs/aws/new-serverless-lens-in-aws-well-architected-tool/

Enabling AWS Security Hub integration with AWS Chatbot:
https://aws.amazon.com/blogs/security/enabling-aws-security-hub-integration-with-aws-chatbot/

AWS Serverless Security Workshop:
https://github.com/aws-samples/aws-serverless-security-workshop

https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/blogs/aws/new-serverless-lens-in-aws-well-architected-tool/
https://aws.amazon.com/blogs/security/enabling-aws-security-hub-integration-with-aws-chatbot/
https://github.com/aws-samples/aws-serverless-security-workshop
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Visit the Modern Applications Resource Hub for more resources

Dive deeper with these resources to help you develop an effective plan for 

your modernization journey.

• Build modern applications on AWS e-book

• Build mobile and web apps faster e-book

• Modernize today with containers on AWS e-book

• Adopting a modern Dev+Ops model e-book

• Modern apps need modern ops e-book

• Determining the total cost of ownership: Comparing Serverless and 

Server-based technologies paper

• Continuous learning, continuous modernization e-book 

• … and more!

https://bit.ly/3yfOvbK

Visit resource hub »

https://bit.ly/3yfOvbK
https://bit.ly/3zfnB5m
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AWS Training and Certification
Accelerate modernization with continuous learning

Free digital courses, including:
Architecting serverless solutions

Getting started with DevOps on AWS

Hands-on classroom training 

(available virtually) including:
Running containers on Amazon Elastic 

Kubernetes Service (Amazon EKS) 

Advanced developing on AWS

Earn an industry-recognized credential:
AWS Certified Developer – Associate

AWS Certified DevOps – Professional

Create a self-paced learning roadmap
AWS ramp-up guide - Developer

AWS ramp-up guide - DevOps 

Take Developer 

and DevOps training

today

Learn more about 

Modernization training for you 

and your team

https://www.aws.training/Details/eLearning?id=42594&trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://www.aws.training/Details/eLearning?id=66768&trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/training/classroom/running-containers-on-amazon-elastic-kubernetes-service-amazon-eks/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/training/classroom/advanced-developing-on-aws/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/certification/certified-developer-associate/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/certification/certified-devops-engineer-professional/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://training.resources.awscloud.com/modern-apps-traincert/ramp-up-guide-developer-5?trk=2af83db2-20b6-4001-b049-0f120a3636d6&sc_channel=el
https://training.resources.awscloud.com/modern-apps-traincert/ramp-up-guide-devops-5?trk=2af83db2-20b6-4001-b049-0f120a3636d6&sc_channel=el
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Role%3A58&from=0&size=15&sort=_score
https://training.resources.awscloud.com/modern-apps-traincert?trk=2af83db2-20b6-4001-b049-0f120a3636d6
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Thank you for attending AWS Innovate  
Modern Applications Edition

We hope you found it interesting! A kind reminder to complete the survey.

Let us know what you thought of today’s event and how we can improve the event 

experience for you in the future.

aws-apj-marketing@amazon.com

twitter.com/AWSCloud

facebook.com/AmazonWebServices

youtube.com/user/AmazonWebServices

slideshare.net/AmazonWebServices

twitch.tv/aws
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Thank you!
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