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Agenda

- Application modernization triggers

« AWS Outposts fundamentals

- Architecting for failure modes with AWS Outposts
 High availability architecture with AWS Outposts

« (Call for action
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Application modernization triggers

Software or Address
hardware security
refresh threats

Urgent
capacity needs Compliance

-

Deliver
applications and
features faster

Enable new business
opportunities

Datacenter Tngg.ers.for Software end
-ontracts expiring appllcatlon of support

modernization
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AWS Outposts high availability & disaster recovery

AWS Outposts High Availability Design and
Architecture Considerations Whitepaper

Architecting for DR on AWS Qutposts with
CloudEndure blog
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https://d1.awsstatic.com/whitepapers/aws-outposts-high-availability-design-and-architecture-considerations.pdf
https://aws.amazon.com/blogs/compute/architecting-for-dr-on-aws-outposts-with-cloudendure

What is AWS Outposts?

O £

Latency sensitive  Local data processing Data residency Migrations

AWS Outposts is a fully managed service that offers the same AWS infrastructure, AWS services,
APls, and tools to virtually any datacenter, co-location space, or on-premises facility for a truly
consistent hybrid experience.

AWS Outposts is ideal for workloads that require low latency access to on-premises systems, local
data processing, data residency, and migration of applications with local system interdependencies.
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AWS Outposts foundations

E AWS Cloud

Availability
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AWS Outposts Shared Responsibility Model

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
CUSTOMER

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

RESPONSIBILITY FOR
SECURITY 'IN' THE CLOUD

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (;i';‘g';féf :':‘gg: L'/?T':) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

S

CUSTOMER l_ Additional Responsibilities
DATA CENTER | with AWS Outposts
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What COUId pOSSibly go wrong? “Failures are a given and everything will

eventually fail over time..."”
Werner Vogels, CTO - Amazon.com

Availability Zone / region
failures

Instance
failures

,,,,,,,,,,,,,,,,,,,,,,,,,

Server
failures

------

Network failures

Rack / data center
EITES

aws

N © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



M}lt-in resilience mechanisms

Redundant power Redundant power feeds Fully managed
supplies (optional) networking services

Redundant fiber Fully managed storage Fully managed compute

connections services . services
(optional N+M resilience)
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Network resiliency

Network Anchor Local
attachment connectivity connectivity

U AWS Cloud ~ Qutpost {\

Anchor Points
On-Premises - ,@4 o | * ) _C_)Iutpost
Network : __

Wide Area Network Local Area Network
Networking
Devices . -
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Outpost Outpost Clients & Applications
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Compute capacity planning

aws
~—

I :
8] e

O N
8] vasee

&) oo

{:E G4dn Server

i::f G4dn Server

o

Second Ra

Instance capacity availability

m5.4xlarge ¥

CapacityAvailability (%)

YVVVVVYVYY

06/03 06/04 06/04 06/05 06/05 06/06 06/06 06/07 06/07%

Consider all workloads

Plan for peaks

Plan for growth

Plan for server failures

Plan for each instance family
Monitor utilization
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Storage capaci

Available 53 capacity

] storageserver

N)

m — e e —— . .

cC

Q

g @ Storage Server

< @ Storage Server

£ 8 Storage Server

G R

c 8 Storage Server

S S 08.9. 1.11.
g} @ Storage Server

E B —— SEAS S S @ EBSVolumeTypeCapacityAva. .. EBSVolumeTypeCapacityUtili...
<

i e

* from AWS Outposts console test labs
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Data center and Availability Zone (AZ) resiliency

» Anchor AWS Outposts to multiple AZs &g AW Ciou

d

> Deploy AWS Outposts to multiple data centers

> Distribute / replicate / backup:
» Instances
» Amazon Elastic Block Store (Amazon EBS
volumes)
» Amazon Simple Storage Service (Amazon S3)
buckets

» Options:
» AWS Outposts to Region
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» AWS Outposts to AWS Outposts oo |
» Region to AWS Outposts

AWS Direct
Connect
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ency & disaster recovery

Backup & Restore Pilot Light Warm standby ach:islet/l;lscl;:cie\.re

Less stringent RTO & RPO More stringent RTO & RPO Zero downtime

Busi s Critical Services Near zero loss

Scale resources after event Mission Critical Services
Cost $3$% Cost $53%

Lower priority use cases
Restore data after event Core Services
Deploy resources after event Start & and scale resources after
Cost $ event

Cost $3%
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Improving data durability

AWS Region AWS Region

On-premises servers Outposts AWS Region AWS Outposts
to Outposts to Outposts to Outposts to Region

AWS DataSync

Simplify, automate, and accelerate moving data to and from AWS Storage, as well as between AWS Storage services e

| \i,- mal'ke’[p|ace Agent based backup & recovery solutions
" B
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Next steps

AWS QOutposts High Availability Design and
Architecture Considerations Whitepaper

Architecting for DR on AWS QOutposts with
CloudEndure blog
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https://d1.awsstatic.com/whitepapers/aws-outposts-high-availability-design-and-architecture-considerations.pdf
https://aws.amazon.com/blogs/compute/architecting-for-dr-on-aws-outposts-with-cloudendure
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Visit the Modern Applications Resource Hub for more resources

Dive deeper with these resources to help you develop an effective plan for
your modernization journey.

Build modern applications on AWS e-book

Build mobile and web apps faster e-book
Modernize today with containers on AWS e-book
Adopting a modern Dev+Ops model e-book

Modern apps need modern ops e-book

Determining the total cost of ownership: Comparing Serverless and
Server-based technologies paper https://bit.ly/3yfOvbK

Continuous learning, continuous modernization e-book
... and more!

Visit resource hub »
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https://bit.ly/3yfOvbK
https://bit.ly/3zfnB5m
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AWS Training and Certification

Accelerate modernization with continuous learning

N > Free digital courses, including:
i [ — Architecting serverless solutions
o — Getting started with DevOps on AWS

Hands-on classroom training

(available virtually) including:
—\J— Running containers on Amazon Elastic

Kubernetes Service (Amazon EKS)
Advanced developing on AWS

Take Developer
and DevOps training
today

aws
S

S Earn an industry-recognized credential:

I/\l:@ AWS Certified Developer — Associate

1 AWS Certified DevOps — Professional

Create a self-paced learning roadmap
. AWS ramp-up quide - Developer
‘ﬂ| AWS ramp-up quide - DevOps

Learn more about
Modernization training for you
and your team
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https://www.aws.training/Details/eLearning?id=42594&trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://www.aws.training/Details/eLearning?id=66768&trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/training/classroom/running-containers-on-amazon-elastic-kubernetes-service-amazon-eks/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/training/classroom/advanced-developing-on-aws/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/certification/certified-developer-associate/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://aws.amazon.com/certification/certified-devops-engineer-professional/?trk=2af83db2-20b6-4001-b049-0f120a3636d6
https://training.resources.awscloud.com/modern-apps-traincert/ramp-up-guide-developer-5?trk=2af83db2-20b6-4001-b049-0f120a3636d6&sc_channel=el
https://training.resources.awscloud.com/modern-apps-traincert/ramp-up-guide-devops-5?trk=2af83db2-20b6-4001-b049-0f120a3636d6&sc_channel=el
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Role%3A58&from=0&size=15&sort=_score
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Role%3A58&from=0&size=15&sort=_score
https://training.resources.awscloud.com/modern-apps-traincert?trk=2af83db2-20b6-4001-b049-0f120a3636d6

Thank you for attending AWS Innovate
Modern Applications Edition

We hope you found it interesting! A kind reminder to complete the survey.
Let us know what you thought of today’s event and how we can improve the event
experience for you in the future.

. aws-apj-marketing@amazon.com

. twitter.com/AWSCloud
§f facebook.com/AmazonWebServices

youtube.com/user/AmazonWebServices

. slideshare.net/AmazonWebServices

[ twitch.tv/aws
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Thank you!
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